
Model Checking 
Boot Code in AWS 
Data Centers

Kareem Khazem

0000



We proved the memory 
safety of boot code 
running in AWS data 
centers (CAV 2018).

Byron 
Cook

Serdar 
Tasiran

Kareem 
Khazem

Michael 
Tautschnig

Daniel 
Kroening

Mark R.
Tuttle

0010



0020

Today:

- C Bounded Model Checker

- Boot code & safety

- Challenges

- Solutions
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int foo(int flag,
        int x)
{
 int a[3] = {0};
 int y = 2;
 x = x + y;
 if(flag)
  int z = a[y];
 else
  int z = a[x];
}

 



0060

int foo(int flag,
        int x)
{
 int a[3] = {0};
 int y = 2;
 x = x + y;
 if(flag)
  int z = a[y];
 else
  int z = a[x];
}

  flag1 = ⊥
∧ x1 = ⊥
 

 



0060

int foo(int flag,
        int x)
{
 int a[3] = {0};
 int y = 2;
 x = x + y;
 if(flag)
  int z = a[y];
 else
  int z = a[x];
}

  flag1 = ⊥
∧ x1 = ⊥
 
∧ a1 = [0, 0, 0]
 

 



0060

int foo(int flag,
        int x)
{
 int a[3] = {0};
 int y = 2;
 x = x + y;
 if(flag)
  int z = a[y];
 else
  int z = a[x];
}

  flag1 = ⊥
∧ x1 = ⊥
 
∧ a1 = [0, 0, 0]
∧ y1 = 2
 

 



0060

int foo(int flag,
        int x)
{
 int a[3] = {0};
 int y = 2;
 x = x + y;
 if(flag)
  int z = a[y];
 else
  int z = a[x];
}

  flag1 = ⊥
∧ x1 = ⊥
 
∧ a1 = [0, 0, 0]
∧ y1 = 2
∧ x2 = x1 + y1
 

 



0060

int foo(int flag,
        int x)
{
 int a[3] = {0};
 int y = 2;
 x = x + y;
 if(flag)
  int z = a[y];
 else
  int z = a[x];
}

  flag1 = ⊥
∧ x1 = ⊥
 
∧ a1 = [0, 0, 0]
∧ y1 = 2
∧ x2 = x1 + y1
∧   (flag1
     ∧ z1 = a1[y1]
   
             ) 

 



0060

int foo(int flag,
        int x)
{
 int a[3] = {0};
 int y = 2;
 x = x + y;
 if(flag)
  int z = a[y];
 else
  int z = a[x];
}

  flag1 = ⊥
∧ x1 = ⊥
 
∧ a1 = [0, 0, 0]
∧ y1 = 2
∧ x2 = x1 + y1
∧   (flag1
     ∧ z1 = a1[y1]
  ∨ ¬flag1
   ∧ z1 = a1[x2]) 

 



0060

int foo(int flag,
        int x)
{
 int a[3] = {0};
 int y = 2;
 x = x + y;
 if(flag)
  int z = a[y];
 else
  int z = a[x];
}

  flag1 = ⊥
∧ x1 = ⊥
 
∧ a1 = [0, 0, 0]
∧ y1 = 2
∧ x2 = x1 + y1
∧   (flag1
     ∧ z1 = a1[y1]
  ∨ ¬flag1
   ∧ z1 = a1[x2]) 
∧ (bounds-violated
  ∨ arith-overflow)
  ∨ ...)

 



0060

int foo(int flag,
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 int a[3] = {0};
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Prove:

∀(   ,        ,     ).

¬(buffer_overflow(  )

 ∨ null_dereference(  )

 ∨ unallocated_access(  )
 );
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Challenges:

- Memory-mapped I/O

- Device behaviour

- Efficiency

- Linker scripts
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MMIO

 

 

#define REG_BASE        (0x1000)

#define REG_BOOT_STRAP  (REG_BASE + 0x110)

#define REG_BOOT_CONF   (REG_BASE + 0x124)

__CPROVER_allocated_memory(
  REG_BOOT_STRAP, 0x14);
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Device Behaviour

int x = 7;

... = x;
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Device Behaviour

int x = 7;

... = x;

0140

7 7 7 22
96



Device Behaviour

0150

int access_register(...)
{

    ...

}
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int access_register(...)
{

}



Device Behaviour

__CPROVER_mm_io_r(addr, size)
__CPROVER_mm_io_w(addr, size, val)
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Efficiency

- Byte-level
 memory access

- memcpy
 implementation
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The problem

extern char text_size[];
extern char text_start[];
extern char text_end[];

int main(){
  memcpy(buf,
         (void *)&text_start,
         (size_t)&text_size);
}
harness_1.c
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char text_size[];
&text_size = 0x0400;
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The problem

extern char text_size[];
extern char text_start[];
extern char text_end[];

int main(){
  memcpy(buf,
         (void *) text_start,
         (size_t) text_size);
}
harness_2.c
----------------------------------------
unsigned text_size  = 0x0400u;
unsigned text_start = 0xb000u;

no ampersand
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.c
CBMC

.ld

{
text_start = 0xb000;
text_size  = 0x0400;

__CPROVER_allocated_memory(
  0xb000, 0x0400);
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Summary

- Wanted to prove absence
  of bugs in boot code

- Several challenges unique
  to low-level code

- We enhanced CBMC to over-
  come these challenges
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Backup slides
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Decision Procedure for Arrays

"Weakly Equivalent 
Arrays".

Jürgen Christ,
Jochen Hoenicke 
(FroCos 2015).
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Nitro Architecture

https://bit.ly/2LtUxys

https://youtu.be/LabltEXk0VQ


