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We proved the memory
safety of boot code
running in AWS data
centers (CAV 2018).
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Today :

C Bounded Model Checker

Boot code & safety
Challenges

Solutions

0020



CBMC

0030



0030



2017 SV-COMP
(falsification)

0030



0040



)
4
q8)
=

L
!

i
.data

.data

0040



0040



make CC=goto-cc

.Chn.C

0040



make CC=goto-cc

.Chm.C
! !
1 1
.data .data

0040



make CC=goto-cc
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make CC=goto-cc
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Ip.p(x)
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int foo(int flag,

{

}

int x)
int a[3] = {0};
inty = 2;
X = X + Y,
if(flag)

int z = aly];
else
int z = a[x];
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int foo(int flag, flag, = L
int x) ANX, = L
{
int a[3] = {0};
inty = 2;
X = X +Y;
if(flag)
int z = aly];
else
int z = a[x];

}
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int foo(int flag, flag, = L
int x) ANX, = L

{

int a[3] = {0}; ANa, = [0, 0, O]
inty = 2;
X = X +Y;

if(flag)

int z = aly];
else

int z = a[x];

}

0060



int foo(int flag,

{

}

int x)
int a[3] = {0};
inty = 2;
X = X + Y,
if(flag)

int z = aly];
else
int z = a[x];

A X,

A a;
A Y

flag,

= 1
1
[6, 6, 0]
2

0060



int foo(int flag, flag, = L

int x) AX, = L

{

int a[3] = {0}; ANa, = [0, 0, O]
inty = 2; ANy, = 2
X = X +Y; A Xy, = X; + Y4
if(flag)

int z = aly];
else

int z = a[x];
Y
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int foo(int flag,

{

}

int x)

int a[3] = {9};
inty = 2;
X =X + VY;
if(flag)
int z =
else
int z =

alyl];

a[x];

flag, = L

AX; = L
ANa, = [0, 0, O]
ANy, = 2
NXy, = X9 + Yy
A (flag,
ANz, = alyq]

)
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int foo(int flag,

{

}

int x)

int a[3] = {9};
inty = 2;
X =X + VY;
if(flag)
int z =
else
int z =

alyl];

a[x];

flag, = L

AX; = L
Aa, = [0, 6, 0]
ANy, = 2
AN Xy = X Yy
A (flag,
Az, =aly]
v =flag;

Az = a[x,])
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int foo(int flag,

{

}

int x)
int a[3] = {9};
inty = 2;
X = X + Y,
if(flag)

int z = aly];
else
int z = a[x];

flag, = L
AX1=J_

ANa, = [0, 0, O]
ANy, = 2
AN Xy = X Yy
A (flag,
Az, =aly]
v =flag;
Az =a[x])
A (bounds-violated
v arith-overflow)

vV ...)
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int foo(int flag,

{

}

int x)
int a[3] = {9};
inty = 2;
X = X + Y,
if(flag)

int z = aly];
else
int z = a[x];

flag, = 1
AX1=1

ANa, = [0, 0, O]
ANy, = 2
AN Xy = X Yy
A (flag,
Az = a[y]
v -flag,
Az, = a;[x;])
A (bounds-violated
v arith-overflow)

vV ...)
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BIOS SETUP UTILITY

Manufacturer :
Brand String:
Frequency
BCLK Speed
Cache L1
Cache L2
Cache L3
Ratio Status:
Ratio Actual
CPUID

Intel (R} Core (THM)

:2.93GH=z
:133MH=
:256 KB
:1024 KB
:8192 KB

Unlocked (Min:09,
Ualue:22

: 106ES

CPU Ratio Setting
C1E Support
Hardware Prefetcher

Ad jacent Cache Line Prefetch
Max CPUID Value Limit

Intel (R} Virtwalization Tech
CPU TMH Function

i? CPU

Max:22)

[22.01
[Enabledl
[Enabledl
[Enabledl
[Disabledl
[Enabledl
[Enabledl

When disabled. force
the KD feature flag to
always return 0.

Select Screen
Select Item
Change Option
General Help
Save and Exit
Exit

v02.61 (C)Copyright 1985-2009. American Megatrends. Inc.




GNU GRUB wersion 1.99-21ubuntu3

Ubuntu, with Linux 3.2.0-23- generlc {recovery mode)
Memory test (memtest86+)
Memory test (memtest86+, serial console 115200)

Use the * and + keys to select which entry is highlighted.
Press enter to boot the selected 05, 'e' to edit the commands

hefore booting or 'c' for a command-line.




-

[
L
[
[
[
[
[
L

: mn Warning: Could not boot.

201. «cnm mmt-mmrml Marning: crypto LUKS UUID BABSIG73-ofSh- 45290401 « %M Mal7a 121 met found
ng Dracut Emergency Shell..

Warning: l:rgpto LUKS UUID mn—m—szs—cmr—-m-m not found

Generating “/runinitranfs/rdsosreport.txt"”

Entering emergency mode. Exit the shell to continue.
Type "journalctl” to view system 1

ogs.
You might want to save "/runsinitramfs/rdsosreport.txt” to a USB stick or /boot
after mounting them and attach it to a bug report.

dracut:/#
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- (buffer_ overflow(‘l.
V'null_dereference(‘l.

v unallocated_access(M )
s | ¥
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Challenges:

- Memory-mapped I/0
- Device behaviour
- Efficiency

- Linker scripts
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MMIO
int x = 7;
int *y = malloc(...);
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MMIO
int x = 7 —

int *y = malldc(...);

IIIII‘III;




MMIO
int x = 7; —
int *y = malldc(...);

#define REG_BASE (0x1000)
#define REG_BQOT_STRAP |(REG_BASE + 0x110)

IIIII‘III;




MMIO
int x = 7; —
int *y = malldc(...);

#define REG_BASE (0x1000)
#define REG_BQOT_STRAP |(REG_BASE|+ 06x110)

IIIII‘III‘




MMIO

#define REG_BASE (0x1000)
#define REG_BOOT_STRAP (REG_BASE + 0x110)
#define REG_BOOT_CONF (REG_BASE + 0x124)

__CPROVER_allocated_memory/(
REG_BOOT_STRAP, ©6x1 4) .



Device Behaviour

int x = 7;
. = X;




Device Behaviour

int x = 7;
. = X;

7




Device Behaviour

int x = 7;
. = X

7 7




Device Behaviour
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Device Behaviour

int access_register(...)

{
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Device Behaviour

int access_register(...)

-

~
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Device Behaviour

int access_register(...)

{

®



Device Behaviour

__CPROVER_mm_io_r(addr, size)
__CPROVER_mm_io_w(addr, size, val)



Efficiency

Texts in Theoretical Computer Science
An EATCS Series

Daniel Kroening
Ofer Strichman

Decision
Procedures

An Algorithmic Point of View
Second Edition

Byte-level
memory access

memcpy
implementation
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o Jo do
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foo
.data
bar

#
~<of °f @
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o Jo do

.foo

.data

.bar

text_start

text_end
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o Jo do

.foo

.data

.bar

text_start

text_end

Tightly-coupled
memory

Device access

Machine code
manipulation
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SLOW FAST ROM



\ SLOVN FAST l/ ROM \

0Ox0 0x2000 0x8000 0x2000 Oxffff




Ox0O  0x2000 0x8000 0x?2000 Oxfff



Ox0O  0x2000 0x8000 0x?2000 Oxfff

MEMORY {
SLOW: ORIGIN = 0x2000, LENGTH = 24k
FAST: ORIGIN = 0x8000, LENGTH = 4k
ROM: ORIGIN = 0x9000, LENGTH = 28k
}
.text @ {
*x(.textx)

} > ROM



fext

O0xO  0x2000 0x8000 0x%2000 Oxffff
MEMORY {

SLOW: ORIGIN = 0x2000, LENGTH = 24k

FAST: ORIGIN = 0x86000, LENGTH = 4k

ROM: ORIGIN = 0x9000, LENGTH = 28k
}
text o {

*x(.textx)
} > ROM

1 KiB

0x0400 BY | - text
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fext

0x0 0x2000 0x8000 0x?2000 Oxffff
MEMORY {
SLOW: ORIGIN = ©x2000, LENGTH = 24k
FAST: ORIGIN = 0x86000, LENGTH = 4k
ROM: ORIGIN = 0x9000, LENGTH = 28k
}
.text : {
text_start = .;
*x(.textx)
text_end = .; 1 KiB
} > ROM 0x0400 B teXt

text_size = SIZEOF(.text)
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fext

0ox0 0x2000 0Ox8000 0x2000 Oxffff
MEMORY {
SLOW: ORIGIN = 0x20080, LENGTH = 24k
FAST: ORIGIN = 0x8000, LENGTH = 4k _
ROM: ORIGIN = ©x90008, LENGTH = 28k « text_size
}
.text : {
text_start = .;
*(.textx) « text_start
text_end = .; 1 KiB
} > ROM 0x0400 B -teXt

text_size = SIZEOF(.text) « text end
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fext

O0x0  0x2000

extern char text_size[];
extern char text_start[];
extern char text_end[];

int main() A
assert(&text_size ==
(char *)0x400);

assert(&text_start ==
(char *)0xb00o0) ;

0x8000 0x%2000 OxFfff

« text _size

« text_start
1 KiB

oxoa00 6% | -LeXt

« text _end
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fext

0Ox0 0x2000 0x8000 0x2000 Oxffff

extern char text_sizel[];
extern char text_start[];
extern char text_end[]; « text_size
int main() {
memcpy (buf,
(void *)&text_start,
(size_t *)&text_size);
} 1 KiB

0x0400 BY | - text

« text_start

« text _end
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The problem

extern char text_sizel[]:
extern char text_start[];
extern char text_end[];

int main() {
memcpy (buf,
(void *)&text_start,
(size_t)&text_size);
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The problem

extern char text_sizel[]:
extern char text_start[];
extern char text_end[];

int main() {
memcpy (buf,

(void *)&text_start,
(size_t)&text_size);

}

harness_1.c

char text_size[];
&text_size = 0x0400;



The problem

extern char text_sizel[]:
extern char text_start[];
extern char text_end[];

int main(){ no ampersand
memcpy (buf, ﬂf—\
(void *)Btext_start,
(size_t)Ntext_size);

}

harness_2.c

unsigned text_size = 0x0400u;
unsigned text_start = 0xb0060u; 9200



CBMC
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4~ BF

CBMC

text_start = 0xbooo;
text_size = 0x0400;

__CPROVER_allocated_memory(
Oxb000, 0x0400) ;

-
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Summary

- Wanted to prove absence
of bugs in boot code

- Several challenges unique
to low-level code

- We enhanced CBMC to over-

come these challenges .
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Backup slides
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Decision Procedure for Arrays

sl o "Weakly Equivalent
Arrays"”.

Daniel Kroening

Ofer Strichman

Decision Jurgen Christ,

F{l?fhe‘f“trss Jochen Hoenicke

Second Edition (FFOCOS 2@1 5) .
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Nitro Architecture

Nov 2017

! FrrTTi i c5.18xlarge
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https://bit.ly/2LtUxys

https://youtu.be/LabltEXkBVQ



