Semantics of Linker Scripts
(a static analysis perspective)

KAREEM KHAZEM




Program Behaviour




Program Behaviour

semantics

PROGRAMMING

Source LANGUAGE pI”O gram
Inputs

DENNISM .RITCHIE




Program Behaviour

semantics

o C L AW
PROGRAMMING

Source LANGUAGE p 'O g Fam

BRIAN W KERNIGHAN
DENNISM .RITCHIE

code inputs

Next lalk:
other things




Program Behaviour

. semantics

PROGRAMMING

source program

Next lalk: This Talk:
other things the linker










l lcompile

.
\ Jink




. . concatenate
l lcomplle

o]0
\ ik




concatenate
cl.c —
l lcompile

ol ;
\ llink compllel




concatenate
C C —

compile

a a . . C
VR

;



Correctness
can depend on

how the program

was linked







compile




Sections

compile




Sections

compile




Sections

compile




Sections




Sections




Sections




.textl. text




.textl. text




N link 'I

- Join sections together
- Resolve symbols




Executable  0x0000




Executable

Oxb000

B <o




Executable

__
5 E : Oxb400




Executable

_
o




Executable

_
L

: Oxca00




text A28 Executable  0x0000
.data .data <

.debug




text A28 Executable  0x0000
.data .data <

.debug

text : {
*(.text™)

}
. = .+ 0x400

.data : {
*(.data™)

)




text A28 Executable  0x0000
.data .data <

.debug

e{xt*)

}
. = .+ 0x400

.data : {
*(.data™)

)




text LN Executable
.data .data

.debug

text: i

. = .+ 0x400
.data : {
*(.data™)

)




text VN Executable

.data W .data
.debug

text : {
( text?) Oxb000

-

h
.= .+ 0x400

.data : {
*(.data*)

)




text VN Executable
.data
debu .debug

text : {
¥ texth Oxb000

-

. = .+ 0x400 |

data:
*(.data*)

)




text VN Executable

.data W .data
.debug

text : {
*(.text™)

h
.= .+ 0x400

.data : {
*(.data*)

)




text VN Executable

.data W .data
.debug

text : {
*(.text™)

h
. = .+ 0x400




text VN Executable
.data .data

.debug

text : {
*(.text™)

h
. = .+ 0x400

EOdeOO




text : { Executable
text _start =.

*(.text*)

text end =.
} ext_en 0xd000

text size =
SIZEOF(.text)




text

Qext_start =

*(.text?
text end =.

J

text size =
SIZEOF(.text)

xecutable

0xd000




text : { Executable
text _start =.

*(.text*)

text end =.
\ text start

Oxd000

text size =
SIZEOF(.text)




text : { iExecutabIe

tex art = .
tex‘_end = .

} text start

Oxd000

text size =
SIZEOF(.text)




text : { Executable
text _start =.

*(.text*)

text _end =.
\ text_start

0xd000

text size =
SIZEOF(.text)




text :
text start =.

}@. '

text size =
SIZEOF(.text)

iExecutabIe

text_start

0xd000




text : { Executable
text _start =.

*(.text*)

text _end =.
\ text_start

0xd000

text size =
SIZEOF(.text)

Oxd400




text : { Executable
text _start =.

*(.text*)

text _end =.
\ text_start

0xd000

text size =
SIZEOF(.text)

text end

Oxd400




text :
text start =.

*(.text*)
text end =.

;

iExecutabIe

text size
0x400

text_start

0xd000

text end

Oxd400




extern char txecutable

text_size|[], .
text_start[], teXB_S‘;é%
text_end[]; X

text_start

int main() { 0xd000

assert(&text_size
== (char*)0x400);

assert(&text_start

—= (char®)0xd000): text_end
(char*)0xd000); 0:cd400

J




extern char
text_size[], EXGC utable

text_start[], text_size
text_end[]; 0x400

int main() { text_start

0xd000

memcpy(

buf,
(void *)&text_start,
(size_t)&text_size);

text end

Oxd400




extern char
text_sizel],
text_start|],
text_end|];

int main() {

memcpy(
buf,
(void *)&text_start,
(size_t)&text_size);




uchar
L_size|],
text_start|],

text_end|];

int main() {

memcpy(
buf,
(void *)&text_start,
(size_t)&text_size);




’@char

L_size| ],
text_start[],
text_end|];

int main() {

memcpy(
buf,
(void *)&text_start,
(size_t)&text_size);




extern char
text_sizel],
text_start[],
text_end|];

int main() {

memcpy(
buf,
(void *)&text_start,
(size_t)&text_size);




extern char
text_sizel],
text_start[],
text_end|];

int main() {

memcpy(
buf,
(void *)&text_start,
(size_t)&text_size);




extern char
text_size[],
text_start[],
text_end|];

int main() {

memcpy(

buf,
(void *) text_start,
(size_t) text_size);




extern char
text_sizel],
text_start[],
text_end|];

int main() {

memcpy(
buf,

(void xt start,
(Size_t xt_size);




Symbol Table

foo |12
bar [0

text start
text size




The Missing Link: Explaining ELF Static Linking, Semantically

Stephen Kell ~ Dominic P. Mulligan  Peter Sewell

OPS [ Computer Laboratory, University of Cambridge. United Kmmgdom

firstname. lastname@cl.cam.ac.uk

A '76




The Missing Link: Explaining ELF Static Linking, Semantically

O O Stephen Kell  Dominic P. Mulligan  Peter Sewell

Computer Laboratory, University of Cambridge, United Kingdom
LA firstname. lastname@cl.cam.ac.uk

'76

Qe

Sy




The Missing Link: Explaining ELF Static Linking, Semantically

O O Stephen Kell  Dominic P. Mulligan  Peter Sewell

Computer Laboratory, University of Cambridge, United Kingdom
LA firstname. lastname@cl.cam.ac.uk

'76

nn

Tab

text_start
text_size




Four Functions




Four Functions
addr:  addrg

ident = N

symbg symbg
- ident — ident




Four Functions
addr:  addrg

ident = N

symbg symbg
- ident — ident

text size
0x400

text_start

0xd000

text end




Four Functions
addr:  addrg

ident = N

symbgs symbg
- ident — ident

Symbs —
text P text start

SymbE -
text P text end

text size
0x400

text_start

0xd000

text end




Four Functions
addr:  addrg

ident = N

symbs symbg
- ident — ident
addr¢ =

text = 0xd000
text size » 0x400

text end » 0xd40
text start = 0Oxd000

text size
0x400

text_start

0xd000

text end




Four Functions
addr:  addrg

ident = N

symbg symbg
- ident — ident

addrg =
text = 0xd400

text size
0x400

text_start

0xd000

text end




Grammar



Grammar

MEMORY {

Memory
Directives




Grammar

MEMORY {

Memory
Directives

J

SECTIONS {

Section
Directives




Grammar

MEMORY {

Memory
Directives

J

SECTIONS {

Section
Directives

Global
Assignments




Grammar

MEMORY {

J
SECTIONS {

text :
text _start = .;

*(.text*)

text end = .

]




Grammar

MEMORY {

J
SECTIONS {

text size =
SIZEOF(.text);




Grammar

MEMORY {

J
SECTIONS {

— N\

rom :
ORIGIN =

0x2000,

LENTGH =
0x400:




Expressions

number(D) = n number(H)1¢ = nqg
(Decimal D) |} n (Hex H) || n

number(D) X 1024 = n number(D) X 10242 — n

(Decimal D) k {} n (Decimal D) M |} n

Eq | Ny E, U m operator(O) = © n1 ®Ony =n
(ConstExpr Eq) (Operator O)(ConstExpr E;) |} n




Expressions

add,(S) = a; add:(S) = ay dy —aq = n
SIZEOF ( (SectionName S) ) |} n




Expressions

adds(M) — d1 addE(M) = ay d —dq1 =0n
LENGTH( (MemoryName M) ) | n




Expressions

adds(M) = n
ORIGIN( (MemoryName M) ) |l n




Interpretation
MEMORY {

J
SECTIONS {




Interpretation

MEMORY { -/

o

J
SECTIONS {




Interpretation

MEMORY { /

J
SECTIONS {




Interpretation

MEMORY { ‘/

J
SECTIONS {




Interpretation
MEMORY {

?

J
SECTIONS {

<




Interpretation
MEMORY {

T

J
SECTIONS {




Interpretation
MEMORY {

J
SECTIONS {




Interpretation
MEMORY {

J
SECTIONS {




Interpretation
MEMORY {

J
SECTIONS {




Interpretation
MEMORY {

J
SECTIONS {




Interpretation
MEMORY {

J
SECTIONS {




{<MemoryDirective>} :
(Identifier) — N,

(Identifier) —
(Identifier) — <Ident|f|er>
(Identifier)

(Identifier) —

[(SectionsDirective)} :
(Identifier) — N,

(Identifier) —
(Identifier) — {
(Identifier) —

Identlfler>
(Identifier)

{(MemoryDirective}} :
(Identifier) — N,

(Identifier) —
(Identifier) — <Ident|f|er>
(Identifier)

(Identifier) —

[(SectionsDirective}} :
(Identifier) — N,
(Identifier) —

<Ident|f|er>

(Identifier) —
(Identifier) — (ldentifier)




[ & )

add!",

add!",
M

sym!™,
\ sym!" )

(S
add!",
add’,

ym;'

S S
\ sym!" /

(&
add?,
add?,

m?>

S S
\ sym? /

a

MEMORY {

(MemoryDirectives M)

}

SECTIONS {

(SectionsDirectives S)

}

 (GlobalAssignments G) |

A




j

text_siz‘A
0x400
text_start

0xd000

text




C Model Checking Boot Code from

A V, 7AWS Data Centers

Byron Cook!?, KareeM Khazem!?, Daniel Kroening?, Serdar Tasiran’.
Michael Tautschnigh*, and Mark R. Tuttle!

Implemented in

CBMC



Semantics of Linker Scripts
(a static analysis perspective)

KAREEM KHAZEM

- Static analysers need to understand
program behaviour

- Linker scripts introduce information
unavailable to static analyser

- Solution: parse linker scripts, integrate
into static analysis




